i st O

VEeV-1FeY Jol (mad Jluwows jo &5l Caos )0 Z 50

S5 9ol (i (5 jloxo 09,5 Y omolS g @3y (ot 0usLidls
syl ewlbils )l xbdo Sl Cocl oS
TRy O als
: Caol (51 (5y900 B9,
O stos M (Al o0 &Y oo pb
Ol
O  las—g ki § kil
T IR Slwl pb Y g Slows
¥a.8 U 388 il 3l SWo 0959
homaei@modares.ac.ir | Suig yiSJ! o 3 I i gy
o yd Glaal v

s J5S (5 )50 slodaa b glsl LY
Sl ol 630 slo o b olis] ¥

el G JSSs 5 5 50 Jelos slois, b olsl ¥

S 50 1l 4ol g Il g5y Vv

Olxns g o dwde £9d50 dud 0 )louis

WLl sy, o1l s hie oo lS kGl adl s (e Sleaia Jol 42is &bl
lacgaro

Srdpmeas Sl (IS cdl> o safety aas s pilpmear Sl (Jae olo HRU Jos p90 aiin Olul>
mono-operational slasiww 5!, safety 4 a8

Take-Grant &l ,5° ;s safety allue v, oo olo Take-Grant Jos pow dxin Sluds

typed- s lambda sleclos safe laplj pseie g5 (395 Sl 5 £55 poro &5 Sopias Pl add Olud>
safety ., 5 lambda

Sl s g2 5 Jote ol Ssled lblone Joo | ooy aiis Olud

maximal state ssgie ol o Soleds oladloe Joe oy At Ol

safety |l Sl dadle Joo dd ads Oluds

el slodaas Lg)’L.;oé);l)g Sl el slodaas (oo oylo BLP Jos i dibd Slwd>

So3e Ol g 5 bl lapiens ilodae (JEIS pae Gl woles JUS JBs pa ot A5 &5l
el slo pio bz

Dol ozl Joo el S SS90 g Jel slahs, sl s Sle | el slodSisn b))l o2 dihe lud
3oy Jelos b

LSS, Jedod b dSSsn il o «Bme BAN sl 23l wids Clud>

oS53 83k DI ol (Lo 5 525 5 3 p0) (3,0 Picbas | o335 atin colualr



mailto:homaei@modares.ac.ir

VO

el S SSsn o g s3lodae SPIGlus (Byae SPi Clx | (000 s atis Sl
IRl g (Brme e85 Proverif | was,ls atis Glul>
el Gl dSTs Jelo 0 9,28 SPIN IR LTL slate ¢ oo (o )ly wlonie oo o)l 203k ards Olul>
Z3 ) SMT 5 SAT dacasgaoe oS J> 6,555 aoh 0aisS Sl | oo L dki ks
el Gl IS5, o jo T 0,15 5 ISabelle/HOL

(1]
[2]
0
g
[7]
(8]
(9]
[10]
[11]
[12]
[13]
[14]
[15]
[16]
[17]
(18]

[19]

[20]

(bl Ghey v
(005 VF) Wlilxiol (0505 ¥) o595 g ey 503 (0505 F) HUooww
t &b 4

M. Huth and M. Ryan. Logic in Computer Science: Modelling and reasoning about systems. Cambridge
University Press, 2004.

M. Ben-Ari. Mathematical logic for computer science. Springer Science & Business Media, 2012.

M. Sipser. Introduction to the Theory of Computation. Cengage Learning, 2012.

D. W. Cunningham. Set Theory: a first course. Cambridge University Press, 2016.

M. Bishop. Computer Security: Art and Science. 2" edition, Addison-Wesley, 2019.

M. Harrison, W. L. Ruzzo, and J. D. Ullman. “Protection in operating systems.” Communications of the
ACM 19.8 (1976): 461-471.

D. E. Bell and L. J. La Padula, “Secure Computer System: Unified Exposition and Multics
Interpretation”, Technical Report ESD-TR-75-306, Mitre Corporation, Bedford, MA, 1976.

R. J. Lipton and L. Snyder. “A linear time algorithm for deciding subject security.” Journal of the ACM
(JACM) 24.3 (1977): 455-464.

J.A. Goguen and J. Meseguer, “Security Policies and Security Models”, IEEE Symposium on Security
and Privacy, pp. 11-20, 1982.

R. S. Sandhu. “The schematic protection model: its definition and analysis for acyclic attenuating
schemes.” Journal of the ACM (JACM) 35.2 (1988): 404-432.

C. Cremers and S. Mauw. Operational Semantics and Verification of Security Protocols. Springer-
Verlag, 2012.

V. Cortier, and S. Kremer, Formal Models and Techniques for Analyzing Security Protocols, I0S
Press, 2011.

P. Ryan and S. A. Schneider. “The modelling and analysis of security protocols: the CSP approach.”
(2001).

M. Burrows, et al. ““A logic of authentication.” Digital Equipment Corporation Systems Research
Center, Report 39, Feb. 1989.

M. Abadi and A. D. Gordon. “A calculus for cryptographic protocols: The spi calculus.” Information
and computation 148.1 (1999): 1-70.

G. J. Holzmann, “The model checker SPIN,” IEEE Transaction on Software Engineering, vol. 23, no.
5, p.279-295, May 1997.

B. Blanchet, Modeling and Verifying Security Protocols with the Applied Pi Calculus and ProVerif.
now Publishers, 2016.

L. De Moura and N. Bjerner, “Satisfiability modulo theories: Introduction and applications,”
Commun. ACM, vol. 54, no. 9, p. 69-77, Sep. 2011.

L. De Moura and N. Bjarner, “Z3: An efficient SMT solver,” in International conference on
Tools and Algorithms for the Construction and Analysis of Systems. Springer, 2008, pp. 337—
340.

T. Nipkow, L. C. Paulson, and M. Wenzel, Isabelle/HOL — A Proof Assistant for Higher-
Order Logic, ser. Lecture Notes in Computer Science. Springer, 2002, vol. 2283.




